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CHANGE MANAGEMENT 
Historical changes prior to 2017 can be requested from the CBI Crime Information Management Unit at cdps.cbi.ccic@state.co.us. 

Version Publish Date Approved by 
5.0 December 6, 2018 Emily C. Philip 

CJIS Information Security Officer/CCIC Supervisor 
Summary of Changes 

• Added branding and formatting changes.  
• Removed any outdated/inaccurate information.  
• Updated Message Field Codes and Police Authority Levels for all forms.  
• Added links to other chapters, policies, reference material, and outside resources as needed. 
• Changed language from Vendor Services Coordinator to Vendor Administrator. 

 
Version Publish Date Approved by 
5.1 January 16, 2019 Emily C. Philip 

CJIS Information Security Officer/CCIC Supervisor 
Summary of Changes 

• Revised instructions and screen shots to accommodate changes to CJIS Online. 
 
Version Publish Date Approved by 
5.2 December 5, 2019 Emily C. Philip 

CJIS Information Security Officer/CCIC Supervisor 
Summary of Changes 

• Revised instructions and screen shots to accommodate login screen changes to CJIS Online. 
 

  

mailto:cdps.cbi.ccic@state.co.us
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INTRODUCTION 
The CJIS Security Policy states that “basic security awareness training shall be required within six months 
of initial assignment, and biennially thereafter, for all personnel who have access to CJI to include all 
personnel who have unescorted access to a physically secure location. […] Records of individual basic 
security awareness training and specific information system security training shall be documented, kept 
current, and maintained.” 

The CJIS Online utility is an optimal way to provide, certify, and track Security Awareness Training, and is 
required for vendors participating in the Colorado Bureau of Investigation’s CJIS Vendor Management 
Program. This utility is offered free of charge. 

This guide is designed for the Vendor Employee whose organization is enrolled in this program, and 
illustrates how to log in, take the Security Awareness Training and Test, and view a certification history.  

Please contact the Colorado Bureau of Investigation at cdps.cbi.cjisvendors@state.co.us for any questions 
about this guide or the Vendor Management Program. 

LOGGING IN 
To log in as a Vendor Employee, first visit www.cjisonline.com. Log in with your email address and the 
default password provided to you in your onboarding email. 

If you do not know your password, click Forgot Your Password? or contact your company’s Vendor 
Administrator. 

 

If it’s your first time logging in, you’ll be prompted right away to change your password. 

mailto:cdps.cbi.cjisvendors@state.co.us
http://www.cjisonline.com/
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DASHBOARD 
Logging in will take you directly to the CJIS Online Dashboard. 

 

Your dashboard will tell you what level of CJIS Security Awareness training you have been assigned.  

If you have already taken a certification test, your status and expiration date will display here as well. 

USER INFO 
If you want to change your password or any other account details, click on your name in the upper right 
corner of the dashboard and click Profile. 

 

Edit the fields you want to update; then click Save. 
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TRAINING 
To take your training, click on the Training menu and select Security Awareness.  

 

Depending on the training level assigned to you, you may see one of the following screens. 

Level 1 
Users with Level 1 roles have a few different options. They may take the interactive training in English, 
or they can view a text document that explains the basics of CJIS policy. The text document is available 
in both English and Spanish. 
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Example of the Spanish-language training: 

 

Levels 2-4 
Users with Level 2- 4 are given an interactive training. 

 

Training 
The interactive training will launch in a new window.  
Once you begin your training, you’ll be presented with a series of slides about Security Awareness as it 
relates to criminal justice information. You can take the training as often as you need to. 

The information in the training is based on the CJIS Security Policy, a publication by the FBI that governs 
the proper use and handling of criminal justice information.  

Follow the prompts until you have completed the training. 

 

 

 

 

https://www.fbi.gov/services/cjis/cjis-security-policy-resource-center
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Below is a screen shot of the first training slide: 

 

TESTING 
After you have completed your training, you must certify that you are now aware of CJIS policy. Again, 
depending on your level assignment, you may have different options. 

Level 1 
Users with Level 1 access only need to confirm their understanding of CJIS policy. Tick the boxes to 
acknowledge each statement, then click the button that says Record Confirmation.  

 

There is a Spanish-language version if needed; click Version en Español.  
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Levels 2-4 
Users with Level 2, 3, or 4 are required to take a test. Click the Begin Test button to launch the test. 

 

 

You will have 60 minutes to complete a 25-question test. 

 

When you are finished, you will be given your score. 
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You also have the option to print your Certificate of Completion. 

 

CERTIFICATION DETAILS 
Certification Details shows you how many times you have taken the Security Awareness test—to include 
passes and fails—and allows you to download your certificates again if you need them.  

 

It also displays your deadline for taking the test again. According to the CJIS Security Policy, vendors who 
access criminal justice information need to renew their Security Awareness Certification every two years. 

 

If there is no document in the Documents section called “Security Addendum Certification”, see your 
Vendor Administrator. They will have you sign this form, and then upload it into your profile for you. 
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